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O®EPTA HA 3AK/IIOYEHUE JIMHEH3NOHHOI'O 1OI'OBOPA OO0 «APMOP»

Poccutickas ®enepanus, Mocksa

Hacrosmuit mokymMeHT npencTaBisieT co0oit npemioxenne O0ImecTBa ¢ OrpaHHICHHON OTBETCTBEHHOCTHIO

«APMOP» (mamee — «Apmop»), ampecoBaHHOe (H3MYCCKUM JIHIAM, TPHUOOPECTH TMPOTPaMMHOE
o0ecrieueHne Ha N3JI0KEHHBIX HUKE YCIOBUSIX.

1. OIPEAEJIEHUSA U TEPMUHBI
1.1. B nensix HacTosIMIEro JOKYMEHTa HUKETIPUBEACHHBIE TEPMUHBI HCIIONB3YIOTCS B CIIEIYIOIIEM 3HAYEHUU:

Ogpepma - HacTtosmuii moKyMeHT «Odepra Ha 3aKIFOYEeHHE JTUIEH3HOHHOTO a0oroBopa ¢ OO0 «Apmopy,
pa3MenieHHsIi Ha Caiite;

Caiim — UHTEpHET-CAMT, pacHoNIOKEHHBIN 1Mo axpecy https://armor.ru.com/;

Ilpasooonadamens —Axunonepaoe obuiectBo «Jlaboparopus Kacmepckoro», agpec MeCTOHAXOXKICHHUS:
125212, r. Mocksa, Jlemunrpamackoe mocce, moM 39 A, crpoenme 2, OI'PH 1027739867473 WHH
7713140469, xoTopoMy IpUHAAJIEKAT BCE HCKIIOUUTENbHBIE npaBa Ha [10;

Ilonv306amens — coBepllcHHONECTHUH moceTutenh Calita, 00JagaOmUi  HEOOXOAUMBIM YPOBHEM
JIEECITIOCOOHOCTH B COOTBETCTBHH C 3aKOHOMATEILCTBOM Poccuiickoit demepannu M OCYIIECTBIISIONTHI
neictus mo npuoodpereHuro 110 i TMYHBIX HeJeH, He CBSI3aHHBIX ¢ U3BJICUCHUEM MPUOBLIH;

Ilpozpammmnoe obecneuenue (maxyce «I10») — mporpammel muss OBM Kaspersky, mpuHammexarmire
[IpaBoobnamarenro, moapoOHas wHGOpManus (HaUMEHOBaHHE, (YHKIMOHAIBHBIC XapaKTEPUCTHKH) O
KOTOpBIX pa3MertieHa Ha Caiire;

Axyenm Oghepmsr — mionmHOE U Oe30r0BOpoyHOE mpuHATHE OdEepThl MyTEeM OCYIIECTBICHUS IEHCTBHIA,
yKa3aHHbIX B pazzaene 3.1 OdepTsr;

/lozo6op — MIIIEH3NOHHBINA JOr0BOD, 3akmoyaeMblil Mexxay [TomszoBatenem 1 OOO «ApMop» Ha OCHOBaHHUH
OdepTsr;

Juunviit kabunem - TEpCOHANM3UPOBaHHBIN pasznen Caiira, npenHasHadeHHbIH Uit Ilosb3oBarens wu
3aKphITBIA Juia myOamuHoro nocrtyna. Joctym Ilomb3oBatens k Jluunomy Kabunery ocymiecTmisiercs
nocpenctBoM ABtopu3aruu Ha Caiite;

AKmueayuoHHlii K104 - YHUKaIbHBIA KOJ, COCTOSIMH wu3 HaOopa cuMBOjiOB (OykB w/mnm 1udp),

npeaHa3HadeHHBIN 1t akTuBarmu 110.

2. MIPEJMET JOI'OBOPA

2.1. TIlpenmerom JloroBopa sBiseTcsS 005A3aTeNbCTBO ApPMOp MpeAoCTaBUTh [loib30BaTeI0 IPaBO
ucnonb3oBanusa llporpammuoro obecrieyeHrss Ha YCIOBHSIX NMPOCTON (HEHCKIIOUUTENBHOM) JHULEH3UH H
ycnoBuii OdepTsl.

3. HOPATOK O®@OPMJIEHUSA 3AKA3A

3.1. ABTopu3anus Ha Caiite

HeoOxomumbiM  ycnoBuem mpuoOperennss mpaB Ha [IO sBisercs aBtopusamus u Axnent OdepTs
ITonmp30BaTenem.

ABTOpI/ISaLII/Iﬂ OCYHICCTBIIACTCA B CIICAYIOLICM MOPSAAKE:


https://armor.ru.com/
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[Tonp3oBatens B pa3gene Caiita «Kartamor IIpoaykiumy HaxKUMaeT MHTEPAKTUBHYIO KHOIIKY «3aKa3aTh) MO
kaproukor (nHpopmarueit) [10, mpuobpererne kotoporo [lonmp30BaTeNb MIIaHUPYET.

Hanee Ilonp3oBaTento OyIeT MpEeAsIOKEHO BBECTH aJIpec SJCKTPOHHOW IMOYTHl WM HOMEP MOOHILHOTO
TenedoHa, a TAK)Ke BPEMEHHBIN 11apOoib.

Bpemennslii maposs OyeT HanpaBieH Ha yka3zaHHbIe [loap30BaTeneM ajipec AIeKTPOHHOM MOYThHI
WA HOMEp MOOHMIBLHOTO TeleoHa.

Ecnu nuchbmMo Ha ykazaHHbIM BaMu ajpec 3eKTpOHHOM MOYTHI HE MPUIILIO, IPOBEPHTE BKIIAJIKY
«Crnam» B TIOYTOBOM SIIIMKE WJIM OOpaTuTech B CIyXO0y TMOMIEPKKA IO aJpecy:
support@armor.ru.com.

HeoOxomumbiM yciioBueM aBropusanuu ssisercs Axient Odeptsl [lonb30BaTeneM NOCpPeICTBOM HaKaTUs
WHTEPAaKTUBHON KHONKHU (MpOCTaBiIcHHs Tajlodyku) «BwIpaxkaro corjacme ¢ YCJIOBHSAMH HACTOAIIEH
Odeprbi».

[Tonp3oBarens 00s13yeTcst B Mpoliecce OCYIIECTBICHHS aBTOPU3AINU MTPEIOCTABIATh TOCTOBEPHYIO, TIOIHYIO
n TouHylo HH(popmamuio. Ilonp30BaTens HeEceT OTBETCTBEHHOCTh 3a MPEIOCTABICHHE HEIOCTOBEPHOM,
HETIONIHOW MK HeTOYHOW MH(OpManuy U 3a BO3HHUKIINE B PE3yJbTaTe 3TOrO HETaTHBHBIE MOCIEICTBUS.
OmnauuBas 1O, Ilonmp3oBaTens MOATBEPXKIAET, YTO JACHCTBHUS, COBEPIICHHBIC IIOCJIEC AaBTOPU3AIMH B
[IporpaMme ¢ uCHOIB30BaHMEM ajpeca JJIEKTPOHHOM mouThl U mapois [lonmp3oBaTensd, Npu3HAIOTCA
neiicteusimu  [lomp3oBarens, coBepmeHHbIME [lomp3oBaTenmem nmaHo, ecnu llomp3oBarenem He Oyxaer
JI0Ka3aHO 00paTHOE.

3.2. Onaara 11O

[Tocne aBropusanuu Ha Catite ITonb30BaTens OyaeT nepeHanpaBicH Ha CTPAHUILy OILIATHI.

Omnnata MOXeT OBbITh OCYIIIECTBIEHA CIOCO0OAMH, YKa3aHHBIMHU Ha CTPAHULIE OIIAThI, B TOM YHCIIE,
nocpezcTBoM Cuctemsl ObicTpbIx miatexeii (CBIT) yepes matexusiii cepuc komnanuu Uniteller u npyrux,
€CJI TIPEYCMOTPEHO.

Cucrema obicTpbix nmiartexkeid (CBII) — 310 cioco6 onyatel, KOTOPBIN MO3BOJISET OMJIAYUBATD 3aKa3bI
gepe3 MmoOunpHOe npuinoxenue banka-ygactanka CBIL.

Beszonacnocts nepeBonos B CBII oGecnieunBaeTcs Ha Bcex ypoBHSIX — baHkoB-yuacTHHKOB, banka Poccun
u HCIIK — ¢ ucnonb3oBadneM coBpeMeHHBIX cucTeM 3amuThl. ChII cooTBEeTCTBYET BCceM cTaHmapTam
WHPOPMAITMOHHON 0€30MaCHOCTH.

Obs3arenscTBa [lonp3oBarens mo oruate [1O cuWTaloTCs WCIONHEHHBIMH C MOMEHTA MOCTYIUICHUS
JIEHEeKHBIX CPEACTB HA PAaCUETHBIN cyeT ApMop.

Lena na IIO yxkazanma B pazumene Caiita «Karamor Ilpomykumm» mon kaproukoil (umH(OpManmeit)
cootBercTBytoero 10, mpuobperenune kotoporo Ilonp30BaTens naaHupyer.

ApMoOp UMeeT MpaBo B OTHOCTOPOHHEM IOPSAIKE U3MEHUTH 1ieHy Ha Jiro6oe [10.

Ecnu npu onnarte Bo3HWKIA OMMOKa, 0OpaTUTECh, MOXKAIYHCTA, B TEX.MOIICPKKY IO ajapecy:
support@armor.ru.com
Baxxao: Apmop He XpaHUT naHHbIE Barmeit 0aHKOBCKOM KapThl.

[locme HakaTWsg WHTEPAKTHBHOM KHOMKHM «3aka3zarh» lloip3oBarens MOXKET BhIOpaTh aBTOMATHUYECKYIO
omnaty 1O myTem Ha)kaTHsi HHTEPaKTUBHOW KHOTKH «ABTOmpo yieHney». [Ipin ABTONpOAIEHUN ACHEXKHbIE
CpeacTBa 3a odepenHoM mnepuox mnosp3oBaHus [IO couceBarorcs ¢ Bamero miaTesxHOro cpencrTsa
aBTOMAaTHYECKU. ABTONPOAJICHHE 00eCIIeUnT HeNpephIBHYI0 padoTy npuodperennoro Bamu I10.

OTtkmrounTs ABTONPOAJIEHHE BO3MOXKHO U3 Bamrero nugyaoro xabunera Ha Caifte B pasfiene yIpaBJICHUS
yciyramu. [Ipu atom Bel umeere npaso nonb3oBatbes 110 10 KOHIA OIUTaY€HHOTO EPUOJIA.
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3.3. Ilpenocrasiiedue npaB Ha [10

[Mocne omnater I10O [ons3oBatens OyneT nepeHanpasiieH B pa3nen JIndnoro kabuHeTa c:
- nH(hopMaruelt o nepuoie ucnosib3oBanus 110 (nara Havana/OKOHYAHWS),

- AKTUBALIMOHHBIM KJIFOUOM,

- CCBUTKOM 1715 cKkaunBaHus nuctpudytusa 110.

B ciywsae BO3HUKHOBEHHS MPOOJIEeM OOpaTHUTECh, MOXKAITYICTa, B TEX.IOMIEPKKY IO aapecy:
support@armor.ru.com.

3.4. Bo3Bpat geHeKHBIX CPeACTB.

[Mocne omater [10 Tlonap3oBaTens HE MOXKET MOTPEOOBAThH BO3BpaTa JACHEIKHBIX CPEICTB KaK IMOJHOCTHIO,
TaKk W B YaCTH, 3a HCKIIOYCHHEM CIy4yacB CYIIECTBCHHOTO HapylieHus Apmop ycioBuii Jlorosopa
(manpumep, Henpemoctarienus [10).

OO6parute, MmokaiyiicTa, BHUMaHue, 4TO MOYTH y Kaxaoro I1IO ecTh 03HAKOMHUTEIbHBIE IEMO-BEPCHHU.
[Tomp30BaTeNb MOKET YCTAHOBUTH JIEMO-BEPCHIO M OIIEHUTH (PYHKIIMOHAIBHBIE XapakTepucTuku 110 mepen
ormiaroii I10.

CpOK paccMoTpeHus 3anaBKU Ha BO3BPAT AEHEXHbIX CpeacTB cocTaBaseT 3-5 pabounx gHen. Bo3spar
[EeHEXKHbIX CPeAcTB OCYLLECTB/SETCA TEM e Cnocobom, KOTOpbIM COBEpLUAnach onaara.
BosBpart cpeacts no CBI BbiNoNHAETCA B cMCTEMAX 6AHKOB MOMEHTA/IbHO.

4. TIPABA U OBAA3AHHOCTHU APMOP

Apmop o0s3yeTcs:
- [Ipenocrasuts [Tonp3zoBarento [10 B cooTBeTcTBIH € JJ0orOBOpOM, 3aKIIOYEHHBIM Ha yCiIoBUsIX OQepTor;

ApMoOp uUMeeT NpaBo:

- BpemenHo mnpuocTaHOBUTH HcHOJIHEHHE JloroBopa MO TEXHHYECKUM, TEXHOJOTMYECKHMM WIIM HHBIM
MPUYMHAM Ha BpeMs YCTPaHEHHs TAKUX TPUYMH;

- JlocpouHO OTKa3aTkCsi OT HCHONHEHHs JloroBopa B OJHOCTOPOHHEM BHECYJeOHOM HOpSIKE IyTeM
yBenomienusi Ilonmb3oBarenss B ciywasx: a) HapymeHus Ilonp3oBareneM 0053aTeNbCTB, NPUHATHIX B
cootBeTcTBUM ¢ JloroBopom, 6) ecnu [lonb3oBaTennb WMeeT 3aJ0JDKEHHOCTh 1o omiare [10; B)
MpeabsBIeHUss APMOP COOTBETCTBYIOIIETO 3aKOHHOT'O TPEOOBAaHUS KOMIIETEHTHOTO OpraHa BIACTH H/WIH
cyaeOHOro pemeHus; r) eciu B AercTBusIX [lonp3oBarens unm cnocode ncnosib3oBaHus/mpruodperenus 110
BBISIBJICHBI PU3HAKK HETOOPOCOBECTHOCTH;

- Buocuth usmenenuss B OdepTy M WHBIE JOKYMEHTHI, yKazaHHele B Odepre (ecnu NpUMEHUMO) B
OJHOCTOPOHHEM NOpsKe Oe3 crienuanbHoro ysenomienus [lonp3oBarens;

- ABTOMAaTHYECKH CIHCHIBaTh JCHEXHBIE CpEACTBA C IUIaTeKHOro cpexactBa [lomp3oBarens, eciu
[Nonp30BaTenb BBIOpAI OO «ABTONPOJICHHE» B COOTBETCTBHU C ycIOBUSAMH OQepThI.

5. ITIPABA U OBAI3AHHOCTHU TOJIB3OBATEJIA

Iloab3oBaTens 00s3yeTcs:

- OmtaunBats [10 B cpoku u nopsiznke, npexycMorpenHsie Odeproii u JJorosopom;

- He wucnons3oBate IIO cnocobamu, mpsimo He mnpeaycMmorpenHsiMu Odeproii, lorosopom wim
JTUIEH3NOHHBIM cornamenueM [IpaBoobnanarens;

- HE U3MEHSTh, HE JEKOMIIMIIUPOBATh 1/UiaK He Moauduurposats [10 kakum-mubo odpazom;

- He nepenaBaTth aBTOpH3anMOHHBIE JaHHBIE (JIOTMH M [1APOJIb) TPETHUM JIMIIaM. XPaHUTh aBTOPU3AIIMOHHBIE
JaHHBIC (JIOTHH U MMapOJib) B CEKPETE;

- He wucnomb3oBate [10 B criemyrommx IensX, €CIM TaKO€ HCHOJIb30BAaHHWE BIEYET HapyIICHHE
3aKOHO/IATENbCTBA U MHBIX IPUMEHUMBIX HOPM, @ TaK)KE€ IIPaB U 3aKOHHBIX NHTEPECOB TPETHUX JIUI;

- He ynansate, ckpeiBath wim MoauduupoBats J1to0ble copepxkamuecs B [10 wim B MOTYYEHHBIX C UX
MOMOIIBI0 JIAHHBIX TOBAapHBIC 3HAKHW, JIOTOTUIBI, CCHUIKH WM WHbIE yKa3aHWs Ha ApMOp W/ WK
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[IpaBooOnamarenss W/unM HHBIX Juil (MPYW HaJMYMHU), PaBHO KaK M JIOObIe APYrHe YBEIOMIICHHUS H/HIU
nH(popmaruto, nepenaBaemole [10.

6. OTBETCTBEHHOCTD

ITpaBo ucnosp3oBanust [10 npemocTaBiseTcs Ha YCIOBUAX «aS iS», UYTO 03HAYACT, UTO

- [Tomp30Barens mporH(GOPMUPOBAH O CBOMCTBAX, (DYHKIIMOHAIBHBIX XapakTepucTukax u HazHaueHnu [10;
- [loms3oBarens ocBemomieH, uto [10O MOXET comepKaTh OIIHOKH,

- Apmop He oTBeuaeT 3a kauecTBo [10 u He rapaHTHPYIOT ero Oecriepeboiinyro padboty. Bero
OTBETCTBEHHOCTH 3a kauecTBo [10 Hecer [IpaBoobnanarens;

- Apmop He rapanTHpyeT, uTo [10 mmm kakas-mi0o ero 4acts OyAeT 0TBeYaTh TPEOOBAHMSIM U OKUAAHUSIM
Ilons3oBaTens;

- mocie ornatkl [10 [onb3oBaTenb 00s3yeTCs HAMTPABIATH TPEOOBAHUS, CBSI3aHHBIC C KAUYECTBOM, pabOTOIM,
dbyaxknroHaANBHBIME XapakTepructukamu 110 manpsmyto [IpaBooOiamarerio;

- ApMmop He oTBedaeT 3a Kakue-1ubo youITku [lomp3oBaTens, mpsMble WM KOCBEHHBIE, CBSI3aHHBIE C
ucnons3oBanueM 110;

- OTBETCTBEHHOCTH ApMOp B JIF00OM ciTydae orpanndena mneHoi Ha [10.

7. TAPAHTHUU BE3OITACHOCTMU IIPU OILVIATE

Pacuersr mpu omate IIO oCyIIECTBISIOTCS HOCPEACTBOM CEPBHUC-TIPOBANEpa MPOIECCHUHTA IUTATEKEH
Uniteller.

besonacrocts Uniteller moaTeepskmeHa cepTH(UKATOM CTaHmapTa O€30MMacHOCTH MaHHBIX WHIYCTPUH
miatexxaelx  kapT PCI DSS. HanpexxnocTs cepBuca oOecrieuMBaeTcsi HWHTEIUICKTYalbHOH CHCTEMOM
MOHHMTOpPHHIa MOILIEHHUYECKUX OINepalyii, a Takxe npuMenenuem 3D Secure - coBpeMeHHON TeXHOJIOrHen
0€301acHOCTH HHTEPHET-TIIATEXKEH.

[annble Bamieil kapTbl BBOJATCA Ha CHEUMATBHOW 3allIMILEHHON IJaTexxHod crpanune. llepenaua
WHPOpPMAIIUK B TIPOLIECCHHTOBYI0 Kommnanuio Uniteller mpoucxomuT ¢ TNpPUMEHEHHEM TEXHOJIOTHU
mmpposanuss TLS. [lanpHelmas nepenada MHGOPMALUK OCYLIECTBISIETCS IO 3aKPBITHIM OaHKOBCKUM
KaHaJlaM, HMEIOIIUM HauBBICIINI YPOBEHb HAJEKHOCTH.

Buumanue! Uniteller He nepenaer nanuble Barieil kapTsl MarasuHy U MHBIM TPETHUM JIMLaMm!

Ecau Bama kapra nmoguep:xuBaeT TexHojoruto 3D Secure, 11 ocyIiecTBICHH TU1aTexa, Bam Heo0X01muMo
OyJZeT MPOUTH JOMOJHHUTEIBHYIO MPOBEPKY IOJL30BaTEs B OaHKe-3MUTEHTE (0aHK, KOTOPBIHA BBIMYCTHII
Bamy xapry). s storo Bel Oynere HanpaBieHsl Ha CTpaHUIy OaHKa, BBIAABIIETO KapTy. Buj mpoBepku
3aBUCHT OT OaHka. Kak mpaBmio, 3TO JOMONHUTENBHBIA Mapoiib, KOTOPBIA OTmpasisercs B SMS, kapra
MIEPEeMEHHBIX KOJIOB, TUOO JIPYTHE CIIOCOOHI.

8. IEPCOHAJIBHBIE TAHHBIE

[onw3oBarens naer coriacue Ha 00pabOTKy ApMOp MEpCOHANBHBIX JAaHHBIX, YKa3aHHBIX MPU aBTOPH3ALIUU
Ha Caiite w/mim npu Akuente Hactosieil OdeprTel, B TOM 4YHcie Ha COBEpIICHHE ApPMOp JIEHCTBHH,
NpeAyCMOTpEeHHbIX M. 3 cT. 3 denepanbHoro 3akoHa oT 27.07.2006 roga No 152-03 «O mepcoHaIbHBIX
JTaHHBIX», a Takke «[[oTNTHKON KOHPUIEHITNATEHOCTH) APMOp.

B oTHOIEHNN TIepCOHANBHBIX JTAHHBIX, MOIY4YeHHBIX 0T [lonk3oBaTens, ApMop obecrieurBaeT Oe30MacHOCTh
1 KOH(UICHIIMAIBHOCTh TAKUX MEPCOHAIBHBIX JTAHHBIX, a TAK)KE COOJI0ZCHHE TPeOOBaHM K UX 00paboTKe,
YCTAHOBJICHHBIE MPUMEHUMBIM 3aKOHOJATEIHCTBOM, B TOM YHCIIC NMPHUHUMACT HEOOXOAMMBIC IPABOBBIC,
OpraHU3allMOHHBIE WM TEXHUYECKUE MEphl 3allIUTHl MNEPCOHANBHBIX JAHHBIX OT HEMPAaBOMEPHOrO WU
CJIy4allHOTO JOCTYIa K HUM, YHUYTOXXCHHS, H3MCHEHHUs, OJIOKHUPOBaHUS, KOMTUPOBAHUS, PAaCIPOCTPaHEHUS
MIePCOHALHBIX JTAHHBIX, @ TAaKKE€ OT WHBIX HEMPABOMEPHBIX MEHCTBUNA C TaKMMH JaHHBIMH, BKIIOUas
TpeOOBaHUS K 3alIuTe 00padaThIBACMbIX NIEPCOHAIBHBIX JaHHBIX, IPEAYCMOTPEHHBIE CT. 19 denepaibHOro
3akoHa oT 27.07.2006 Nel52-®3 «O mepcoHaNbHBIX NaHHBIX». ApoMp 00padaThIBaeT Takue NaHHBIC B
[IEeTISTX, YCTAHOBJICHHBIX Hacrtosmielr OdepTol, ¢ HUCHoab30BaHWEM H 0€3 WCIOJIL30BaHUS CPEICTB
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aBTOMATH3aIlUA CIEAYIOIUMH criocobamu: cOop, 3amuch, CUCTEMAaTH3allus, HAKOIUICHHWE, XpaHEHHE,
yTouHeHHe (0OHOBIICHHE, H3MEHEHHE), U3BJCUCHUE, UCIIOIb30BaHue, epeaaya (IpeaocTaBiIeHue, T0CTYI),
OJIOKUpOBaHHUE, yIAJICHUE, YHHUYTOXKEHUEC TMEPCOHANBHBIX JIaHHBIX. B 4YacTu, mnpeaycMOTpeHHOH
3aKOHOJIATEJIbCTBOM, ApMOp Takke o0ecrieunBaeT MPUMEHEHHUE Mep, yKa3aHHbIX B cT. 18.1 denepanbHOro
3akoHa ot 27.07.2006 Nel152-®3 «O mepcoHATBHBIX TAHHBIX).

9. UISMEHEHME O®EPTbHI

Odepra MOXeT OBITh H3MEHEHA APMOP B OJHOCTOPOHHEM TOPSIKE B JIFO00E BpeMs 0€3 IpeaBapUTEILHOTO
yBenomiieHus [lomb3oBatens. JIroObie H3MEHEHUS BCTYIAIOT B CHITY B MOMEHT UX OnyOJinkoBaHus Ha Caiite.
[Tonmb30BaTeNnb 00sI3yeTCsl CaMOCTOSATEIBHO NPOBEPATH AcicTBYIONME penakiuu OdepThl Ha MpeaMer
n3meHenuil. Ilonp3oBarens BIpaBe OTKAa3aTbCs OT MPUHATHS M3MeHeHwWi u momnoiHeHnid B Odepry, 4TO
OyzeT o3HauaTh €ro oTKa3 oT ucnonp3oBanus [10.



