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ODPEPTA HA 3AK/IIOYEHUE JIMINEH3UOHHOI'O TOI'OBOPA OO0 «<APMOP»
Poccuiickas @enepanus, Mocksa
Hacrosimmii 1okyMeHT npencTasisier coboit npeanokenue OOmiecTBa ¢ OrpaHIYeHHON OTBETCTBEHHOCTBIO

«APMOP» (mamee — «Apmop»), aapecoBaHHOE (QH3MUECKUM JHIAM, MPHOOPECTH MPOrpaMMHOE
obecriedueHne Ha U3JI0KEHHBIX HUKE YCIIOBHSX.

1. ONPEJAEJIEHMS U TEPMUHBI
1.1. B niensx HacTOAIIETO JOKYMEHTA HUKCIIPUBEICHHBIC TEPMHUHBI HCIIOJB3YIOTCSI B CIICAYIONIEM 3HAYCHUU:

Ogepma - vactosiiuii okymeHT «OdepTa Ha 3aKIIIOYEHUE JTUIEH3HOHHOro Jtoropopa ¢ OO0 «Apmop»,
pa3MerenHbIil Ha Caiite;

Caitm — wHTEpHET-CalT, PacoNIOKEHHBIH Mo aapecy https://armor.ru.com/;

Ilpasoobnaoamens —Axnmonepnoe obuiecTBo «Jlabopatopus Kacrepckoro», aapec MeCTOHAXOKICHUS:
125212, . MockBa, Jleaunrpamackoe mocce, nom 39 A, crpoenme 2, OI'PH 1027739867473 WHH
7713140469, xoTopoMy TIpHHAISKAT BCE HCKITIOUATENLHEIE TpaBa Ha [10;

IHlonv3oeameny — coBepiieHHONETHUI TocetnTens Caiita, obnmamaromuii HEOOXOOUMBIM  YPOBHEM
JIeeCTIOCOOHOCTH B COOTBETCTBHHM C 3aKOHOJATeNbcTBOM Poccuiickoit denmepanuut W OCYIIECTBISIOMUI
neiicTBus 1o mpuodpereruto 1O 1 THIHBIX 1eTiel, He CBI3aHHBIX ¢ U3BICUCHUEM ITPUOBLIH;

Ilpocpammuoe obecneuenue (marxyce «I10») — mporpammel gis OBM Kaspersky, mpunamiexamntie
[IpaBooOnanatento, mnoapoOHas wuHpOpMalus (HauMeHOBaHUE, (YHKIMOHAJIbHBIC XapaKTEPUCTHKH) O
KOTOpPBIX pa3MelieHa Ha Caiite;

Axyenm Oghepmur — 1ioHOEe M Oe3oropopouHoe npuHiATHE OdepThl IyTeM OCYILECTBICHUS ICHCTBUH,
yKa3aHHBIX B pazjaene 3.1 OdepTsl;

/lozoeop — MATIEH3MOHHBIN TOTOBOp, 3aKimodaeMblid Mexxay [lomp3oBaTenem 1 OO0 «ApMopy» Ha OCHOBAHHH
OdepTsr;

Jluunslit Kabunem - TIepCOHATM3MPOBaHHBIA pasmen Cairta, mpeaHasHadeHHBINM a1 [lomb3oBaTens u
3aKpBITEI s myOmmaHoro mocrtyna. Joctym IlomezoBatenss x Jlmunomy KaOuHery ocymiectBisieTcs
rocpencTBoM ABtopusamnuu Ha Caiite;

AKmueayuoHHblil K104 - YHUKAIBHBIA KO, COCTOAIMM u3 Habopa cumBoioB (OykB w/mmm nudp),

npenHazHayeHHbId Juist aktuBauuu [10.

2. IPEAMET JOT'OBOPA

2.1. llpeamerom JloroBopa sBusieTcs 00s3aTeNsCTBO Apmop TmpemoctaButh [lomb3oBaTenmto mpaBo
ucronp3oBanus [IporpaMmHOro obecredeHus] Ha YCIOBHSX MPOCTOH (HEHUCKIIOUMTENBHOW) JHIEH3UU U
ycnoBuit OdepTsl.

3. MOPAJOK O®OPMJUIEHUS 3AKA3A

3.1. ABropu3auus Ha Caiite

HeoOxoaumeim  ycinoBuem mpuobOpereHus mnpaB Ha 11O sBusiercs aBropuzamuss ¥ Aknent Odeptol
ITonp3oBareneM.

ABTOpI/ISaI_II/ISI OCYHICCTBJISICTCA B CJICAYIOMIEM IMOPAAKE:
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[Tonp3oBaTens B pasaene Caiita «Kartanor [Ipogykiinm» HaXUMaeT MHTEPAKTUBHYIO KHOMNKY «3aKa3aTby MOJ
kaptoukoii (mHpopmanueii) [10, mpuobdperenue koroporo [lonp3oBarens miaHupyer.

Hainee ITonp3oBatento OyAeT MPEJIOKEHO BBECTH aApeC SJICKTPOHHOHW IMOYTHI MM HOMEP MOOHIIBHOTO
TenedoHa, a TaKKe BPEMEHHBIH 11apoJib.

Bpemennslii mapons Oyner HanpasiieH Ha ykazaHHble [lonb30BaTeneM aipec 3eKTPOHHON MOYTHI UM HOMED
MOOMIJIBHOT'O TeedoHa.

Ecnu nuceMo Ha yka3zaHHBIA Bamu agpec 35eKTpOHHOW MOYTHI HE MPHIIIO, TPOBEphTe BKIAAKY «Cram» B
[IOYTOBOM SIIMKE WIH  00paTuTech B CIyk0Y MOJIEPIKKU 1o ajzpecy:
support@armor.ru.com.

HeoOxoaumeIM yeinoBueM aBTopuszanuu seisiercst Akuent Odeptol [loap3oBaTenem mocpecTBOM HaXaTHs
WHTEPAaKTUBHOM KHOMKH (TIpOCTaBieHMs Tajo4yku) «BbIpakaio coriacue ¢ yCJOBHSIMH HacTosIIei
OdepThI».

[Nonp3oBaTens 00s13yeTcsl B poIlecce OCYIIECTBICHHS aBTOPU3AIMH MPEJOCTABIATh JTOCTOBEPHYIO, TTOIHYIO
u TouHylo WHQopMmanuo. [lonb3oBaTens HeceT OTBETCTBEHHOCTh 3a TPEJOCTABIEHHE HEIOCTOBEPHOIA,
HEIMOJTHON HIW HETOYHON I/IHq)OpMaIII/II/I M 3a BOZHUKIIHE B PEIYJILTATC 3TOI0 HETAaTUBHBLIC ITOCIICACTBUA.
OmnaumBas [10, Ilomp3oBaTens MOATBEPKIAET, YTO ACUCTBHUS, COBEPIICHHBIC TIOCIE ABTOPH3AlMHA B
[Iporpamme ¢ HCHONB30BaHHEM ajJpeca dJIEKTPOHHOW mnouTel W napons llonp3oBartens, npu3HAKOTCS
neiicteusimu  Ilonp3oBartens, coBepmieHHbIME [lomp3oBatenem mawuHo, ecnm Ilomp3oBaTtenem He Oyzaer
JI0Ka3aHO 00paTHOE.

3.2. Omaara I1O

ITocne aBTopm3aruu Ha Caiite [lomp30BaTens OyAeT epeHanpaBicH Ha CTPAHUITY OTUIATHL

Omurata MOXKET OBITH OCYIIIECTBIIEHA CIIOCO0aMU, YKa3aHHBIMU Ha CTPAHUIIE OIJIATHI, B TOM YHCIIE,
mocpeacTBoM CrcreMsl ObICTpEIX T1aTexeii (CBIT) uepes muartexHbiit cepsuc kommanuu Uniteller u mpyrux,
€CIT TIPEAYCMOTPEHO.

Cucrema ObicTpbIX Iu1aTexkeii (CBII) —3To crmoco6 ormtaTel, KOTOPBIN MTO3BOJISIET OITAYUBATH 3aKa3bl
yepe3 MoOIIbHOE npriokenne banka-ygactanka CBII.

BezomacuocTs mepeBonoB B CBII obecnieunBaeTcs Ha Bcex ypoBHIX — baHkoB-yuacTHHKOB, banka Poccun
n HCIIK — c ucrionb3oBanneM coBpeMeHHBIX cucteM 3amuThl. ChII cooTBeTcTBYeT BCceM cTaHmapTaM
HH(POPMAITMOHHOH 0E301TaCHOCTH.

Obs3arensctBa [lonp3oBatens mo omnate IO cuMTaroTcss MCIOMTHEHHBIMH C MOMEHTAa IIOCTYILJICHUS
JEHEXHBIX CPEICTB HA pacUETHBIA cUET ApMOp.

Hena na IO ykazanma B pazgene Caiita «Katamor Ilpomykmum» mon kapToukoil (wHGMOpMaIueit)
cootserctyroriero [10, mpuobperenne kotoporo [lons30BaTens miaHupyer.

ApMOp HMeeT IPaBo B OIHOCTOPOHHEM MOPSAIKE U3MEHUTH LieHy Ha Jro0oe I10.

Ecnu mpu orutate Bo3HMKIA ommOKa, oOpaTHTECh, MOXKaIyicTa, B TEX.IOAAEPKKY MO aapecy:
support@armor.ru.com
Baxxno: ApMop He XpaHuT JaHHbIe Bamei 6aHKOBCKOI KapThL

Ilocne HaxaTusi MHTEPAKTUBHOM KHONKM «3akazaTh» llomb3oBaTenb MOXKET BbIOpAaTh aBTOMATHYECKYIO
omnaty ITO myrem HakaTusi MHTEPAaKTUBHOW KHONKH «ABTOmpomiacHHue». IIpn ABTONpPOUIEHUHN JEHEXKHbBIE
CpencTBa 3a odepeqHoHW mepuon nonb3oBaHus 11O couceBarorcs ¢ Bamero mmaTexHOro cpencrsa
aBTOMaTHYEeCKU. ABTOIPOAJIICHNE 00eCIeYUT HellpepbIBHYIO padoTy npuodperenHoro Bamu I10.

OTKIIOYUTH ABTOHpO):[J'ICHI/Ie BO3MOXHO U3 Barero nuunoro xabunera Ha Caiite B pas3acice ynpaBJICHUA
yciiyramu. HpI/I sToM BEI nmeere IIpaBO MOJIb30BATHCA 110 A0 KOHIIa OIUIaYCHHOI'0 nepuoja.
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3.3. [Ipenocrapienue npas Ha [10

[Mocne onnatset 11O ITons3oBatens OyneT nepeHanpasiieH B paszaen JInaHoro kabuHera c:
- naopmanueii o nepuoae ucrnonszoBanus 110 (naTa Hauana/okoHYaHUs),

- aKTUBALIMOHHBIM KJIFOUOM,

- CCBUIKO# Ju1s1 ckaunBanus quctpudyTtusa [10.

B cimyuae BO3HMKHOBEHHUsI IpoOJieM 0OpaTuTech, MOXKAaIyHCTa, B TEX.IOAJEPKKY IO aapecy:
support@armor.ru.com.

3.4. Bo3Bpar ieHe;KHbIX CPEICTB.

IMocne omnatst 10 IMons3oBaTens He MOXKET TOTPEOOBATH BO3BPATA ICHEKHBIX CPEACTB KaK MOTHOCTBIO, TaK
U B YacTH, 32 UCKIIOUEHUEM CIIyYaeB CYIIECTBEHHOI'O HapylieHus ApMmop ycioBuid JloroBopa (Hampumep,
Henpenoctasienus [10).

OOpaTuTe, NMOXKajayHCcTa, BHHUMAaHUE, YTO MOYTH y Kaxaoro [1O ecTh 03HAKOMHUTEIbHBIC JEMO-BEPCHH.
[Tonp30BaTENb MOXKET YCTAHOBUTH JIEMO-BEPCHIO M OIICHUTH ()YHKIIMOHAIbHBIC Xapakrepuctuku [10 nepen
orutatoii [10.

CpoK paccMOTpEHUS 3asBKH Ha BO3BPAT JCHESKHBIX CPEICTB COCTABIsIET 3-5 pabounx maued. Boszppar
JEHEeKHBIX CPEICTB OCYIIECTBIISIETCS TEM K€ CITOCOOOM, KOTOPHIM COBEpIIaach OrJaTa.
Bo3sepat cpencts mo CBII BemonmHseTCS B CUCTEMaX 0aHKOB MOMEHTAIIBHO.

4. TIPABA U OBA3AHHOCTH APMOP

ApmMop o0s3yercs:
- [Ipenocrauts Ilonas3oBarento [10 B cooTBeTcTBHE ¢ JJOTOBOPOM, 3aKITIOUCHHBIM Ha YCIOBHIX OdepTr;

ApMop HMeeT MpPaBo:

- BpemenHo npuoCTaHOBUTH HcCHONHEHHE JloroBopa MO TEXHHYECKUM, TEXHOJNOTHYECKHM WM WHBIM
MPUYMHAM Ha BPEMsI YCTPAHCHHS TAKUX TPHYUH;

- JlocpoyHO OTKa3aThCs OT HCHONHEHHsS JloroBopa B OJHOCTOPOHHEM BHECYIEOHOM TMOpSIKE MyTeM
yBenomiieHusi Ilonp3oBarenss B ciaydasx: a) HapyuieHus: [lonb3oBareneM o00sS3aTENbCTB, NPHHSATHIX B
cootBercTBHH ¢ JloroBopom, 0) eciu [loap30BaTens MeeT 3a10KEHHOCTE 110 orutate [10; B) mpenbsaBieHus
ApMOp COOTBETCTBYIOIIErO 3aKOHHOTO TPeOOBaHHS KOMIIETEHTHOTO OpraHa BJAacTH W/WIHA CyaeOHOro
perenHus; T) eciu B aeiicTBusax Ilomp3oBaTens wim criocode Hcmonb3oBaHus/mpruodpereans 110 BBISBICHBI
MPHU3HAKU HETOOPOCOBECTHOCTH;

- Braocute m3menenuss B OdepTy u WHBIE JOKYMEHTHI, yka3zaHHbie B Odepre (ecnii MpUMEHHUMO) B
OJTHOCTOPOHHEM TOpsiIKe 0e3 CrenuaibHoro yseaomieHus [lonp3oBarens;

- ABTOMAaTHYECKH CIHCHIBATh JCHEXKHBIC CPEICTBA C IUIATEXHOro cpenacrsa Ilonp3oBaTens, ecnu
[Monp30BaTenb BHIOPAIT OMIHIO «ABTOMPOAJICHNUEY» B COOTBETCTBUH € yCIOBHSIMH OdepTh.

5. IIPABA 1 OBA3AHHOCTHU TOJIb30BATEJIA

Honb30BaTens 00s3yercs:

- OmmaynBaTts [10 B cpoku u nopsizke, npexycMmorpennbsie Odeproii u JJoroBopom;

- He wucnons3oBate 11O cnocobamu, mpsmo He mnpeaycMorpeHHbIMH Odeptoit, [loroBopom uim
JIMIICH3MOHHBIM coriamenueM [IpaBoobnanarens;

- HE U3MEHSITh, HE IEKOMIMIUPOBATh /UK He MoxuduiuposaTh 10 kakuM-nmudo obpazom;

- He nepenaBath aBTOpM3aMOHHbBIE JaHHBIE (JIOTUH M NIAPOJIb) TPETHUM JIMLaM. XpaHUTh aBTOPU3ALMOHHBIE
JaHHbBIE (JIOTHH U TIApOJIh) B CEKPETE;

- He wucnons3zoBates IO B crexyrommx ImensX, €I TaKOoe HCIOIb30BAHUE BIIEUET HAPYLICHHE
3aKOHOJATENBCTBA M MHBIX IIPUMEHUMBIX HOPM, a TAKXKE MTPaB M 3aKOHHBIX MHTEPECOB TPETHUX JINIL;

- He ynmansrte, ckpeiBaTh mian MoauduuupoBath ro0ble conepkampecss B 110 uim B MOITy4EHHBIX C HX
MOMOIIBbIO JAHHBIX TOBApPHBIE 3HAKH, JIOTOTUIBI, CCHUIKM MIJIM HMHBIE YyKa3aHHs Ha ApMop uW/win
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[IpaBoobnamaTenst W/winM WHBIX JUL (IPU HAJWYMH), PABHO KaK W JIIOOBIE ApYrve yBEAOMIICHHS W/WIN
nHpopmanuio, nepenasaemsie [10.

6. OTBETCTBEHHOCTDb

[MpaBo ucnons3zoBanus [10 npemocTaBiisieTcs Ha YCIOBUAX «@S IS», 4TO 03HAYAET, YTO

- [onp3oBaTens MporH(GOPMUPOBAH O CBOKWCTBAX, (PYHKIMOHANBHBIX XapaKTepUCTUKaxX U HazHadeHuu [10;
- [onp3oBatens ocBegomieH, uto [10 MoxeT comepkaTh OLIMOKH,

- Apmop He oTBeuaer 3a kadecTBo [10 u He rapaHTUpyIOT ero OecrepeOoitHyto padoty. Bero
OTBETCTBEHHOCTH 3a KauecTBO [10 Hecer [IpaBooOanaTens;

- ApMop He rapanTupyer, 4to [1O wmm kakas-nmu6o ero 4actb Oyzer 0TBe4aTh TPEOOBAHUSAM U OXKUIAHUSM
ITonb30Barerns;

- moce orutatel [10 [Nonb3oBaTenb 00s3yeTcst HAMPABIATh TPEOOBaHUS, CBSI3aHHBIE C KAUYECTBOM, paOOTOi,
¢dyHKIMOHANEHBIMU XapakTeprctukamu [10 Hanpsmyto [IpaBoobnagarento;

- ApMop He OTBeuaer 3a Kakue-In0o yosITky [1onb30BaTestst, mpsMble UM KOCBEHHBIE, CBA3aHHBIE C
ucnonb3oBanuem I10;

- OTBETCTBEHHOCTh APMOD B JIFOOOM CiTyuae orpaHuyeHa 1eHoi Ha [10.

7.TAPAHTHUU BE3OITACHOCTMU I1PU OIVIATE

Pacdersr mipu omutate 110 OCYIIECTBISIOTCS TOCPEACTBOM CEPBHUC-TIPOBaiIepa IMPOIECCHHTA IUIaTeKen
Uniteller.

Bezomacnocts Uniteller moarBepkaeHa cepTU(PHUKATOM CTaHIapTa OE30MacHOCTH MJAaHHBIX WHIYCTPUHU
miatexasix  kapt PCI DSS. Hanmexnocts cepBuca oOecreumBaeTcsi HWHTELICKTYaIbHOW CHCTEMOMH
MOHUTOPHHTA MOIIICHHUYECKUX OIepaIiii, a Takke nmpuMeHeHneM 3D Secure - COBpeMEHHON TeXHOJIOTHEH
0e30MacCHOCTH HHTEPHET-TIATEKEH.

Jlannble Baield kapThl BBOJATCA Ha CIENUAIBHOW 3alllMINEHHOW TmaTexHol crpanuie. Ilepenaua
nHGOpPMAITMH B TPOLECCHHIOBYIO Kommanwio Uniteller mpoucxoauT ¢ NpUMEHEHHEM TEXHOJIOTHH
mmdpoanus TLS. [anbHeiimas nepemada WH(GOpPMALUK OCYIIECTBIACTCS IO 3aKPBITBIM OaHKOBCKUM
KaHajlaM, UMEIOIIMM HaWuBBICIINA YPOBEHb HAJIKHOCTH.

Buumanwue! Uniteller He mepenaer nanubie Bariieit kKapThl Mara3suHy ¥ HHbBIM TPETHHUM JIHIaM!

Ecmn Bama xapra nognepxxuBaer texHonoruto 3D Secure, st ocymiecTBIeHN IiaTexa, Bam HeoOXxoaumo
OyzZer MpoWTH IOMOTHUTEIHHYIO MPOBEPKY MOIb30BaTels B OaHKe-IMHUTEHTE (OaHK, KOTOPHIHA BBITYCTHII
Bamy kapty). Jns atoro Ber Oynere HampaBieHbl Ha CTpaHUIy OaHKa, BRIAABIIEro KapTy. Bua mpoBepku
3aBUCHT OT OaHka. Kak mpaBWio, 3TO MOMOTHUTEIBHBIA Mapoib, KOTOPBIA OTHpaBisercs B SMS, kapta
TepeMEHHBIX KOJIOB, MO0 IPYTHUE CIOCOOBI.

8. IEPCOHAJIBHBIE JIAHHBIE

[lepconanbHble naHHbIe, OMydeHHbIE OT Ilonb30BaTenell npu 3anonHeHnH (HOPMbI ABTOPU3ALUH WIH (HOPMBI
oOpaTHOW CBsi3W, oOOpabaThiBalOTCSI ApMOp B COOTBEeTCTBMM ¢ aedcTByromed  «llomurukoit
KOH(MIEHINAIBHOCTH» APMOp, pa3MeIeHHON Ha caiite o cchiike: «[1oanTrKoi KOH(HICHINAIbHOCTH.

B oTHOIEHNN 1TepcoHaBHBIX JaHHBIX, TONy4eHHBIX OoT llonp3oBarens, Apmop obecriednBaeT 0€30MacHOCTh
1 KOH()UIEHIINATBHOCTh TAKUX TIEPCOHANBHBIX JJAHHBIX, a TAKKe COONIo/IeHne TpeOOBaHMiA K WX 00padoTKe,
YCTaHOBJICHHBIE TPUMEHUMBIM 3aKOHOIATENLCTBOM, B TOM 4YHCIIE TMPUHUMAET HEOOXOIMMBIE IPAaBOBEIE,
OpraHU3allMOHHBIE W TEXHUYECKHE Mepbl 3alUTHl MEPCOHANBHBIX JAHHBIX OT HENPAaBOMEPHOTO WU
CIIy4aifHOTO JIOCTyIa K HUM, YHUYTOXXCHHS, U3MEHEHUs, OJOKMPOBaHUS, KOMUPOBAHUS, PACIIPOCTPAHEHUS
MEePCOHANIBHBIX JAHHBIX, @ TaKXE€ OT HHBIX HENPABOMEPHBIX IEHCTBUN C TaKUMU JAHHBIMHU, BKJIIOYas
TpeOoBaHUs K 3aIuTe 00padaThiBaeMbIX NIEPCOHANBHBIX JAHHBIX, MIPEyCMOTpeHHbIE cT. 19 denepanbHOrO
3akoHa oT 27.07.2006 Ne152-®3 «O nepcoHalbHbBIX JaHHBIX.

Apmop oOpabaThIBaeT TakMe JaHHBIC B IENAX U CIIOCOOAMHM, YCTAHOBICHHBIME JelicTBYomIeH «[lomuTrkoi
KOH(UACHIIMATBHOCTH» APMOp, pa3MEIICHHOW Ha CaiTe O CChUIKe: «[loNMnTHKOM KOH(MDUICHIINATbHOCTHIY.
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B wactu, npexycMOTpeHHON 3aKOHOIATENBCTBOM, APMOp Takxe o0eclieunBaeT MPUMEHEHUE Mep, YKa3aHHBIX
B cT. 18.1 denepanbHoro 3akoHa ot 27.07.2006 Nel52-®3 «O nepcoHalbHBIX JAHHBIX».

9. UBSMEHEHHUE O®EPTbI

Odepra MoxxeT ObITh U3MEHEHa APMOpP B OJHOCTOPOHHEM HOpAIKE B J1r000€ BpeMs Oe3 NpeaBapuTeIbHOro
yBenomieHus [lonszoBatens. JIroOble M3MEHEHMsI BCTYIAIOT B CHIIy B MOMEHT MX OnmyOnukoBaHus Ha Caiite.
[Tonp3oBaTens 00A3yeTcss CaMOCTOSTENBHO NPOBEPSTH JHelcTBytomme penakiuuu OgepTel Ha MpeaMeT
n3Menenuil. [lonp3oBaTenb BIpaBe OTKa3aThCs OT MPHHATHS M3MEHEHH U tonoinHeHni B Odepty, uro Oyner
03Ha4aTh €ro OTKa3 oT ucnoib3osanus [10.
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